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Introduction

[T organizations are taking advantage of virtualization to consolidate server infra-
structure, reduce power, cooling and management costs, and provide simpler and
more affordable solutions for high availability, load balancing and disaster recovery,.
Servers based on multi-core Intel® Xeon® processors with Intel® Virtualization Tech-
nology' (Intel® VT) help to magnify the benefits of virtualization, by enabling higher
consolidation ratios and better application performance.

Recent enhancements to Intel VT are directed at solving the next virtualization
challenge: delivering fast and scalable I/0 bandwidth for virtualized servers. These
new technologies can help IT organizations further increase consolidation ratios,
virtualize a wider range of applications, and manage workloads more effectively.
They also provide a necessary prerequisite for next-generation cloud computing
models, which will ultimately deliver another major leap in data center efficiency
through enhanced automation and more dynamic control of hardware and
software assets.
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1/0 Challenges in Virtualized Servers

The cost benefits of virtualization are roughly proportional to
consolidation ratios. However, as the number of virtual machines
(VMs) per server increases, so does the volume and complexity
of I/0 traffic. This canintroduce a number of challenges for IT
organizations, by:

= Creating data access and networking latencies that negatively
impact application performance.

= Introducing I/0 bottlenecks that limit the number of VMs that
can be hosted per physical server.

= Slowing-down or preventing live migration (the transfer of a
running VM from one physical server to another).

To address these I/0 challenges, Intel has extended Intel VT

to provide hardware-based assistance for I/0 virtualization
processes and to complement the Single Root I/0 Virtualization
and Sharing (SR-10V) specification created by the Peripheral
Component Interconnect Special Interest Group* (PCI-SIG*).
SR-10V enables efficient sharing of a single I/0 device among
multiple VMs. Coupled with Intel® VT for Directed I/0 (Intel® VT-d),
it provides a foundation for efficiently utilizing I/0 resources
while achieving near-native I/0 performance (i.e, nearly the
same /0 performance as in a non-virtualized server environ-
ment). It can help IT organizations increase consolidation ratios,
improve application performance, and create a more dynamic
data center through fast, reliable live migration — all while
reducing the cost and complexity of I/0 solutions.

The Limits of Software-only 1/0 Virtualization

In most virtualized servers today, I/0 traffic is processed and I/0
resources are managed by the Virtual Machine Manager (VMM)
software (Figure TA). The VMM emulates a complete /0 hard-
ware device for each VM. This is a very flexible approach,
enabling multiple VMs to share a single I/0 port with a high
level of isolation. However, it limits server performance and
scalability in two key ways.

Increased 1/0 latency. With software emulation, the VMM must
process and route every data packet and interrupt. This additional
processing time can negatively impact application response times.

Scalability limitations. Since software-based /0 processing
consumes CPU cycles, it reduces the processing capacity
available for business applications.

Near-Native Performance through
Hardware-assisted Virtualization

The first step in fully optimizing I/0 performance in virtualized
servers is provided by Intel VVT-d, which enables Direct Memory
Access (DMA) between VVMs and physical I/0 devices (Figure 1B).
Once the VMM assigns an I/0 port to a VM, DMA allows the I/0
stream to bypass the VMM. Intel \/T-d provides memory address
translation in silicon to accelerate I/0 processing. It also helps to
ensure that each VM accesses only its assigned memory space.
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Figure 1. A: With software-only I/0 virtualization, all I/0 traffic must be processed and routed by the VMM, which can significantly limit
1/0 performance and scalability. B: Intel”® Virtualization Technology for Directed I/0 enables Direct Memory Access (DMA) for near-native
1/0 performance. C: SR-I0V, together with Intel® VT-d, shown with additional virtual machines, enables DMA and efficient device sharing to
optimize 1/0 performance and scalability, while reducing I/0-related cost and complexity.



Performance in Gbps

VMM vendors are already taking advantage of Intel \VT-d to
improve I/0 performance.

According to performance tests by Intel engineers, these solutions
can provide raw I/0 performance in a virtualized server that is up
t0 99 percent of native I/0 performance! This corresponds to an
increase in raw I/0 performance of roughly 6x compared with
software-based I/0 virtualization, and can help boost total appli-
cation performance by as much as 4.9x? (Figure 2). As a result, IT
organizations can now successfully virtualize I/0-intensive appli-
cations, such as backup and recovery, data warehousing, Web
applications, and time-sensitive online transaction processing.
This can significantly extend the benefits of virtualization.

Scalability challenges remain, however, since these I/0 virtualiza-
tion solutions require a dedicated physical I/0 port for each VM.
Dual- and quad-port I/0 devices can help improve utilization and
reduce hardware costs, but the total number of VMs per server
is still limited by the number of available I/0 slots.

Solving the Scalability Challenge with SR-IOV

The next step in fully optimizing I/0 in virtualized environments
is to provide truly scalable high-performance, by enabling a single
/0 device to provide DMA for multiple VMs. To address this need,
the PCI-SIG developed the SR-I0V specification, an extension to
the PCl Express* specification suite. Intel actively participated in
development and is now working with leading hardware and
software vendors to deliver comprehensive support.
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Figure 2. Intel engineers performed a number of tests to validate
the performance benefits enabled by Intel® VT-d vs. software-only
1/0 virtualization. Results showed up to 6.4x increase in raw 1/0
throughput (using the iperf benchmark), and up to 4.9x
improvement in overall application performance.

White Paper: Achieving Fast, Scalable I/0 for Virtualized Servers

SR-10V provides a standards-based foundation for efficiently
sharing a PCle* card among multiple VMs. Physical I/0 resources
are virtualized within the PCle card, so each card presents
multiple virtual I/0 interfaces (Figure 1C). A compliant PCle

card provides two function types:

= Virtual Functions (VF) provide all the resources necessary
for data movement, along with a minimized set of configuration
resources. A VM can interface directly with a VF to perform data
transfer operations without VMM intervention. Each \/F provides
dedicated resources to its assigned VM, including an isolated
memory space, a work queue, interrupts and command process-
ing. VF functionality is compatible with Intel VT-d, which enables
DMA for high-speed /O transfers,

= Physical Functions (PF) provide full PCle functionality, including
the SR-I0V Extended Capability. When a PCle card advertises its
SR-I0V functionality, the VMM interfaces with a PF to configure
and manage I/0 resource sharing among the multiple \VMs. This
allows the VMM to resolve issues that impact more than one VM,
such as a Guest OS request for a reset of the network interface
or the addition of a new disk to a networked storage device.

By supporting Intel VT-d and the SR-IOV specification, indepen-
dent hardware vendors (IHVs) can design PCle cards that deliver
near-native I/0 performance for multiple VMs, while also providing
memory and traffic isolation for security and high availability. T
organizations can use these cards to provide fast and scalable

/0 for their virtualized servers, to improve consolidation ratios, to
accelerate live migrations, and to reduce the cost and complexity
of their I/0 solutions.

Enabling Live VM Migration

The use of SR-IOV and Intel \VT-d optimizes I/0 performance and
device sharing. However, it requires that each Guest OS use an 1/0
software driver that is compatible with the connected I/0 device.
This can interfere with live VM migrations if the target server has
a different I/0 device.

Intel is currently working with VMM vendors to solve this challenge.
One approach s to have the VMM define two paths to the same I/0
resource for each VM. One path uses DMA for high performance;
the other uses software emulation for broad interoperability.
During a live migration, the VMM can revert to software emulation
if needed to maintain I/0 connectivity and avoid a failed migration.



Intel Support for SR-IOV Many more solutions will reach the marketplace as software support
moves into the mainstream through 2009 and 2010. By optimizing
I/0 performance and scalability in virtualized servers, these solutions

The computing industry is stillin the early stages of SR-I0V adoption.
Intel is playing a central role in enabling and coordinating the vendor

community to provide optimized and widely interoperable implemen- will help IT organizations virtualize a broader range of applications,

tations. Some solutions are available today for Intel® Xeon® processor improve consolidation ratios and manage workloads more effectively.
5500 series-based servers using Intel® Gigabit or 10 Gigabit Ethernet
Controllers (implementation requires Intel \VT-d support in the server

chipset and Intel \VT-d and SR-IOV support in the server BIOS and VMM), that will continue to drive up the value of virtualization.

This will deliver immediate value in many environments. It will also
provide a foundation for next-generation cloud computing solutions

With these Intel® technology-based solutions, IT organizations can For More Information

support large numbers of direct assigned \/Ms per network card ‘ , ' ‘
= Technical Guidance for implementing Intel \VT-d and SR-I0OV:

to dramatically improve scalability and slot utilization, while also wwwintel.com/network/connectivity/solutions/vmdc htm

reducing I/0-related power consumption and cabling requirements.
Software support for SR-I0V will continue to increase throughout
2009 and 2010, providing IT organizations with more options and

broader interoperability. = PCI-SIG Single-Root I/0 Virtualization and Sharing Specification:
www.pcisig.com/specifications/iov/review_zone

=Intel® Virtualization Technology: www.intel.com/technology/
virtualization/server/hardware.ntm

Conclusion

The limited performance of software-only I/0 virtualization is
preventing many IT organizations from taking their virtualization
solutions to the next level. The combination of Intel \VVT-d and the
SR-10V specification offers a solution, enabling efficient and scalable
I/0 device sharing with near-native performance. Complete solutions
are emerging today using Intel Xeon processor 5500 series-based
servers, Intel Gigabit or 10 Gigabit Ethernet Controllers, and compatible
software components,

"10Gb NIC receive performance on Iperf ver 2.0.4; 9.43 on Intel VT-d vs. 9.5 native (non-virtualized). Default setting. 8K buffer size, 4 thread, TCP window size: 28.6 MB. Intel® Xeon® processor 5500 series Server System: 2 socket NHM 2.6 GHZ
with 8 MB LLC Cache, CO stepping. Enable only 2 core on each socket Hardware Prefetches OFF, Turbo mode OFF, EIST OFF. RAID bus controller: LS| Logic/Symbios Logic MegaRAID SAS 1078. Intel 5500 chipset with Intel 10 Gb XF SR NIC
(82598EB). Software configuration: Hypervisor: Xen 3.4 CS18711-upsteam; Native O/S Distribution: Red Hat EL5 (2.6.18-8.el5) with kernel 2.6.27.1; Guest O/S Distribution: Red (2.6.18-8.el5) with kernel 2.6.27.1; Benchmark Stack : Rock web +
JSP. Intel internal measurement July 2009.

2Intel Internal Web Server Workload. Default setting. 8K buffer size, 4 thread, TCP window size: 28.6 MB. Intel® Xeon® processor 5500 series Server System: 2 socket NHM 2.6 GHZ with 8 MB LLC Cache, CO stepping. Enable only 2 core on
each socket Hardware Prefetches OFF, Turbo mode OFF, EIST OFF. RAID bus controller: LS| Logic/Symbios Logic MegaRAID SAS 1078. Intel 5500 chipset with Intel 10Gb XF SR NIC (82598EB). Software configuration: Hypervisor: Xen 3.4
CS18711-upsteam; Native O/S Distribution: Red Hat EL5 (2.6.18-8.e15) with kernel 2.6.27.1; Guest O/S Distribution: Red (2.6.18-8.el5) with kernel 2.6.27.1; Benchmark Stack : Rock web + JSP. Intel internal measurement July 2009.

TIntel® Virtualization Technology requires a computer system with an enabled Intel® processor, BIOS, virtual machine monitor (VMM) and, for some uses, certain platform software enabled for it. Functionality, performance or other benefits will vary
depending on hardware and software configurations and may require a BIOS update. Software applications may not be compatible with all operating systems. Please check with your application vendor.

2Intel processor numbers are not a measure of performance. Processor numbers differentiate features within each processor family, not across different processor families. See www.intel.com/products/processor_number for details.
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